
mimikatz

Benjamin DELPY `gentilkiwì

focus on sekurlsa/ pass-the-pass



Who ? Why ?

Benjamin DELPY `gentilkiwì
ïFrench

ï26y

ïKiwi addict

ïLazy programmer

Started to code mimikatz to :
ïexplain security concepts ;

ïimprove my knowledge ;

ïprove to Microsoft that sometimes they must change old habits.

Why all in French ?
ïōŜŎŀǳǎŜ LΩƳ J

ïIt limits script kiddies usage.
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mimikatz
working

On XP, 2003, Vista, 2008, Seven, 2008r2, 8, Server 8

ïx86 & x64

ïpartial support for 8 & Server 8 (few kernel driver bugs ;))
ï 2000 support dropped with mimikatz 1.0

9ǾŜǊȅǿƘŜǊŜ Τ ƛǘΩǎ ǎǘŀǘƛŎŀƭƭȅ ŎƻƳǇƛƭŜŘ

Two modes

ïdirect action (local commands) ïprocess or driver communication

sekurlsa.dll
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KeyIso
« Isolation de clé CNG »

LSASS.EXE

Direct action :
crypto::patchcng

EventLog
« Journal dõ®v®nements Windows»

SVCHOST.EXE

Direct action :
divers::eventdrop
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SamSS
« Gestionnaire de comptes de sécurité »

LSASS.EXE

VirtualAllocEx, 
WriteProcessMemory, 
CreateRemoteThread...

Open a pipe
Write a welcome message
²ŀƛǘ ŎƻƳƳŀƴŘǎΧ ŀƴŘ ǊŜǘǳǊƴ ǊŜǎǳƭǘǎ
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mimikatz
architecture

ŀƭƭ ƛƴ ±/κ/ҌҌ нлмл ǿƛǘƘ ǎƻƳŜ !{aΧ

mod_crypto

mod_pipe

mod_inject

mod_memory

mod_parseur

mod_patch

mod_hive

mod_secacl

mod_privilege

mod_process

mod_service

mod_system

mod_thread

mod_ts

mod_text

mod_mimikatz_nogpo

mod_mimikatz_crypto

mod_mimikatz_divers

mod_mimikatz_winmine

mod_mimikatz_impersonate

mod_mimikatz_inject

mod_mimikatz_samdump

mod_mimikatz_standard

mod_mimikatz_handle

mod_mimikatz_system

mod_mimikatz_service

mod_mimikatz_process

mod_mimikatz_thread

mod_mimikatz_terminalserver

mod_mimikatz_privilege
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KiwiCmd.exe

KiwiRegedit.exe

KiwiTaskmgr.exe

kappfree.dll

kelloworld.dll

klock.dll

sekurlsa.dll

sam

secrets

msv_1_0

wdigest

livessp

kerberos

tspkg

mimikatz.sys
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mimikatz:: sekurlsa
what is it ?

My favorite library !

A thread that waits, in LSASS, commands from mimikatz (or mubix
meterpreter)

What sekurlsa can do from the inside ?
ï Dump system secrets

ï Dump SAM / DC base

ï Dump clear text passwords/hashes

from interactive sessions

Å MSV1_0 (dump/inject/delete)

Å TsPkg

Å WDigest

Å LiveSSP

Å Kerberos

[ŜǘΩǎ ǎǘŀǊǘ ŀƴ ƛƴƧŜŎǘƛƻƴ ϧ Ǉŀǎǎ ǘƘŜ ƘŀǎƘ Η
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mimikatz:: sekurlsa
history of «pass-the-* » 1/2

Pass-the-hash
ï1997 - Unix modified SAMBA client for Hashes usage ; Paul Ashton (EIGEN)

ï2000 - Private version of a Windows «LSA Logon Session Editor» ; Hernan
Ochoa (CoreSecurity)

ï2007 - TechEd@ Microsoft ; Marc Murray (TrueSec) present msvctl , and 
provide some downloads of it J

ï2007 - « Pass the hash toolkit » published ; HernanOchoa (CoreSecurity)

ï2007 - mimikatz 0.1 includes pass the hash and is publicly available for x86 
& x64 versions of Windows (yeah, by myselfbut in French;  so not famous ;))

2007 was the year of pass the hash !

Pass-the-ticket
ï04/2011 - wce (pass the hash toolkit evolution) provides Kerberos ticket 

support; HernanOchoa (Ampliasecurity)

8/21/2014 6Benjamin DELPY `gentilkiwi` @ PHDays 2012     - benjamin@gentilkiwi.com ; blog.gentilkiwi.com



mimikatz:: sekurlsa
history of «pass-the-* » 2/2

Pass-the-pass
ï 05/2011 ςmimikatz 1.0 dumps first clear text passwords from TsPkg provider (but limited 

to NT 6 and some XP SP3)
Å http://blog.gentilkiwi.com/securite/pass-the-pass

ï 05/2011 ςreturn of mimikatz ; it dumps clear text passwords from WDigest provider 
(unlimited this time ;))
Å http://blog.gentilkiwi.com/securite/re-pass-the-pass

ï 05/2011 ς{ƻƳŜ ƻǊƎŀƴƛȊŀǘƛƻƴǎ ƻǇŜƴŜŘ ŎŀǎŜǎ ǘƻ aƛŎǊƻǎƻŦǘ ŀōƻǳǘ ƛǘΧ

Χ[ƻǘǎ ƻŦ ǘƛƳŜΧ

ï begin of 2012 - Lots of blogs (and Kevin Mitnick ;)) say few words about mimikatz

ï 03/2012 - HernanOchoa (Ampliasecurity) publish at secliststhat wce support WDigest
ǇŀǎǎǿƻǊŘ ŜȄǘǊŀŎǘΧ
Å http://seclists.org/pen-test/2012/Mar/7

ï 03/2012 ςmimikatz strikes again with LiveSSP provider and extracts Live login passwords 
from Windows 8 memory
Å http://blog.gentilkiwi.com/securite/rere-pass-the-pass

ï 03/2012 ςȅŜŀƘΣ ƻƴŎŜ ŀƎŀƛƴΧΣ ƳƻǊŜ ŎǳǊƛƻǳǎ ōǳǘ Kerberos keeps passwords in memory
Å http://blog.gentilkiwi.com/securite/rerere-pass-the-pass
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mimikatz:: sekurlsa
ƭŜǘΩǎ ǘŀƪŜ ŀ ƳƻƳŜƴǘΧ

You noticed ?

It has been one year since Microsoft has been notified 
about passwords extraction from LSASS

²ƛǘƘƻǳǘ ŀƴȅ ǊŜŀŎǘƛƻƴΧ

ïBut blacklisting mimikatz from MSE and FEP at 20120228 ;)
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mimikatz:: sekurlsa:: tspkg

ōŜŎŀǳǎŜ ǎƻƳŜǘƛƳŜǎ ƘŀǎƘ ƛǎ ƴƻǘ ŜƴƻǳƎƘΧ
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mimikatz:: sekurlsa:: tspkg
what is it ?

Microsoft introduces SSO capability for Terminal Server with 
NT 6 to improve RemoteAppsand RemoteDestkopǳǎŜǊǎΩǎ
experience
ïhttp://technet.microsoft.com/library/cc772108.aspx

Rely on CredSSPwith Credentials Delegation (!= Account 
delegation)
ïSpecs : http://download.microsoft.com/download/9/5/e/95ef66af-

9026-4bb0-a41d-a4f81802d92c/%5Bms-cssp%5D.pdf

First impression : it seemscool J
ïUser does not have to type its password

ïPassword is not in RDP file

ïPassword is not in user secrets
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