mimikatz

mimikatz 1.0 x64 (alpha)

alpha) /% Traitement du Kiwi (Apr 25 2012 04:41:50
S/ http://blog.gentilkiwi. com/mimikatz

mimikatz # privilege::Tist

seShutdownPrivilege

SeChangeNotifyPrivilege EMABLED_BY_DEFAULT EMNABLED
SelUndockPrivilege

SelncreaseWorkingsetPrivilege

SeTimeZonePrivilege

mimikatz # !privProcesses
Duverture du pilote mimikatz : OK
processes: :ExchangeToken/FullPrivilegeNTe "mimikatz.exe' trouwé :) - PID 3624

mimikatz # inject::service samss sekurlsa.dll
SERVICE (samss).serviceDisplayMame = Gestionnaire de comptes de sécurité
SERVICE (samss). ServiceStatusProcess. dwProcessId = 552
Attente de conmexion du client...
serveur connecté & un client !
eszzage du processus
Bienvenue dans un processus distant
Gentil Kiwl
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" Kiwi addict
- Lazy programmer

< Started to code mimikatz to :
I explain security concepts ;
I Improve my knowledge ;
I prove to Microsoft that sometimes they must change old habits.

| 2 Why all in French ?
i 0SOIdzZdS LQY
I It limits script kiddies usage.




2 On XP, 2003, Vista, 2008, Seven, 2008r2, 8, Server 8
I xX86 & x64

i partial support for 8 & Server 8 (few kernel driver bugs ;))
I 2000 support dropped with mimikatz 1.0

2 9OSNEGKSNBE T AdGQa aial

% Two modes
I direct action (local commands) T process or driver communication

SamSS
« lsokiondedéCNG » «  Gesionaiedeconpiesdeséouie»

LSASSEXE LSASSEXE

Direct action : VirtualAllocEx,

crypto::patchcn WriteProcessMemory,
e - % CreateRemoteThread...

EventLog
«Journal dd®v®nement

SVCHOSTEXE Open a pipe
Write a welcome message
2 A0 O2YYIlI yRAX

Direct action :
divers::eventdrop




mimikatz
architecture
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mad mimketz sendard 9

mod_ mimiketz winmine

mod_mimkatz_dvers
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mimikatz:: sekurlsa
what IS it ?
% My favorite library !

2z A thread that waits, InSASS commands fronmimikatz (or mubix
meterprete)

% Whatsekurlsa can do from the inside ‘2 o

# privilege: :debug

Dump System Secrets E:Jt-zn:u-z-mde d"ACTIVATION du privilege : SeDebugPrivilege : OK

e de comptes de sécurité

Dump SAM / DC base ERviCHsmee] serncabioptaptene - Costiomatre de

rveur connecté a un client !

Dump clear text passwords/hashes Fremenue dans un procesgus dist

SekurLSA @ Tibrairie de manipulation des données

from interactive sessions | e
A MSV1 0 (dump/inject/delete) o con1 I
A TsPkg /000 AR AN L
A WDigest e

redential : q,"l‘ngLJ'

A LIVeSSP Credential

ecret

A Kerberos i
01 00 00 00 2 73 e3 25 2c b9 df 7c df 7

1 NLSKM
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- { u a f6 9e 31 ds 2 71 8d b8 eb c7 4f 50 93 2




mimikatz:: sekurlsa
history of «passthe-* » 1/2

2 Passthe-hash
I 1997- Unix modified SAMBA client for Hashes usdgaul Ashton (EIGEN)

2000- Private version of a WindowsL&A Logon Session EditgHernan
Ochoa CoreSecurity

2007- TechEd® Microsoft Marc Murray (TrueSegpresentmsvetl , and
provide some downloads of Jt

2007- « Pass the hash toolkit » published HernanOchoa CoreSecurity

2007- mimikatz0.1  includes pass the hash and is publicly available for
& x64 versions of Windows (yeah, fayselfbut in French; so not famous ;)

2007 was the year of pass the hash'!

§ ~ Passthe-ticket

I 04/2011-wce (pass the hash toolkit evolutipprovides Kerberos ticket
support;HernanOchoa Ampliasecurity




mimikatz:: sekurlsa
history of «passthe-* » 2/2

J, Passthe -pass

05/2011¢ mimikatz 1.0 dumps first clear text passwords frarsPkg provider (but limited
to NT 6 and some XP SP3)

A http://blog.gentilkiwi.com/securite/pasghe-pass

05/2011¢ return of mimikatz ; it dumps clear text passwords frowDigest provider
(unlimited this time ;))
A http://blog.gentilkiwi.com/securite/repassthe-pass

05/2011¢{ 2 YS 2NHBFIYyAT FdA2ya 2LISYSR OFasSa i:;:

X[2G4a 2F GAYSX

begin of 2012 Lots of blogs (anHevinMitnick ;)) say few words about mimikatz

03/2012- HernanOchoa Ampliasecurity publish atsecliststhat wece supportWDigest
LI aa62NR SEGNI OG X
A http://seclists.org/pentest/2012/Mar/7
03/2012¢ mimikatz strikes again withiveSSP provider and extracts Live login passworg
from Windows 8 memory
A http://blog.gentilkiwi.com/securite/rerepassthe-pass
03/2012ceé S| KX 2y OS | 3 A KetbEros Kkeepspasswvdrslinandriory o

A http://blog.gentilkiwi.com/securite/rererepassthe-pass



http://blog.gentilkiwi.com/securite/pass-the-pass
http://blog.gentilkiwi.com/securite/re-pass-the-pass
http://seclists.org/pen-test/2012/Mar/7
http://blog.gentilkiwi.com/securite/rere-pass-the-pass
http://blog.gentilkiwi.com/securite/rerere-pass-the-pass

mimikatz:: sekurlsa
f SHTORE. S 1§ ST 1 Yi2 @S
2 You noticed ?
2 It has beermne yearsinceMicrosoft has been notified
about passwords extraction from LSASS
22 AUK2dzi lyé NBFOUAZ2YX
I But blacklisting mimikatz from MSE and FEP at 20120228 ;)
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mimikatz:: sekurlsa: tspkg

Connexion Bureau a distance

| Remote Desktop
1<) Connection

Général | Affichage | Res ocales | Programmes | Avancé | Conr * | "

NIRVANA.LOCAL\gentilkiwi Feramelres douverture de session

P L Entrez le nom rdinateur distant.

| q Ordinateur :
2

Werrouillé

Mom d'utilisateur : |ter

[ Autres informations didentification I

Toujours demander les informations d'identification

Paramétres de connexion

| Connexion | | Aide |
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mimikatz:: sekurlsa: tspkg
what is it ?
2 Microsoft introduces SSO capabillity for Terminal Server wi

NT 6 to improvdRemoteAppsind RemoteDestkoplzd S NE
experience

T http:/[technet.microsoft.com/library/cc772108.aspx

| 2 Rely onCredSSPwith Credentials Delegation (!= Account
delegation)

I Specs http://download.microsoft.com/download/9/5/e/95ef66af
90264bb0-a41da4f81802d92¢c/%5Bnmsssp%SD. pdf

| < First impression : seemscoolJ
I User does not have to type its password
I Password is not in RDP file

I Password is not in user secrets




